0800 644 0193 20
22 Wenlock Road, London, N1 7GU
cyber@stratiacyber.com

CASE STUDY
THE NICHOLS GROUP | LEADING STRATEGIC CHANGE CONSULTANCY
SECURES NETWORK SERVICES

As a leading company of strategic change specialists involved in advisory capacities
for large programmess, business projects and change initiatives, The Nichols Group
has built a respected reputation through their unrivalled expertise and excellent
services for more than 46 years.
Aiming to enhance the protection of the online services against cyber-attacks, The
Nichols Group needed to identify all security weaknesses in their network services.
Stratia Cyber needed to ensure:
Vulnerability assessments were used
to define all security weaknesses and
ensure mitigation of the vulnerabilities
are actioned with remediation.
Test that email and web-based
attacks are protected against.
Protect against common cyber attack
vectors.
Both internal systems and externally
facing IP addresses are vulnerability
tested.
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“Testing our web services’ ability to
resist attacks became a critical
necessity in light of today’s threat
landscape, so we selected Stratia
Cyber based on their outstanding
track record with government and
national infrastructure
organisations.
The team walked us through the
whole process in a way that
provided utmost reassurance and
clarity.”
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What we did

Results

Using frameworks including Cyber
Essentials Scheme, Qualys Cloud
Vulnerability Management and
Remote Agents, MS Teams and
IASME Pervade Portal, we carried
out vulnerability testing on the
organisation’s internal machines.
We also simulated a malware
attack on a machine user in a
Microsoft Team meeting. Malware
sent via email and downloaded to a
file folder was also used to
ascertain the response of the
machine and the alert system of
the anti-virus software.

After testing and identifying
vulnerabilities, we performed
remediation and upgrades. We
assessed the Nichols Group’s
cyber security framework under
five major areas: firewalls, secure
configuration, user access control,
malware protection and patch
management. Reports of our
extensive tests were produced on
IASME portals. We ensured that
patch management is maintained
and user access control was put in
place to ensure that only the
appropriate person gains access.

Key benefits
The Nichols Group has achieved greater assurance regarding the security of their online
and web services. Fear of attacks, ransomware and intrusions into its web services has
been reduced since measures to strengthen their firewalls were taken.
Cyber Essentials+ certification enables the company to provide a reputable service to
their clients, which is important for business.

Technologies and frameworks used
Cyber Essentials Scheme, Qualys Cloud Vulnerability Management and Remote Agents, and MS
Teams and IASME Pervade Portal were used to complete vulnerability testing on the client's
internal machines.
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