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CASE STUDY
STUDENT LOANS COMPANY | GOVERNMENT-OWNED
ORGANISATION BETTER EQUIPPED TO RESIST CYBER ATTACKS

Student Loans Company is a government-owned organisation that administers loans
and grants to students in colleges and universities in the UK. It provides financial
services to >1 million new and returning students annually in colleges and
universities across England, Northern Ireland, Scotland and Wales.
The organisation controls over 8.5 million customers’ data and manages over
£156.5bn, similar to a medium-sized bank. As such is a target for financially
motivated cyber intrusion and data theft. In the 2017/18 financial year alone, the
client was targeted by over 965,639 attempts to infiltrate its systems.
The client approached Stratia Cyber to:
Assess technical security risks for
business-critical web applications and
network services as part of a robust
Penetration Testing regime
Validate all cybersecurity protections
are adequately configured following
industry policy and best-practice
Validate changes and new
functionality in applications without
opening up new and unexpected
vulnerabilities
Provide detailed recommendations for
the improvement of information
systems’ security
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Undertaking tests on-premises
and remotely, Stratia built a
significant relationship, liaising
closely with the client’s Cyber
Security Manager and project
teams to complete Penetration
Testing processes without
impacting business operations.
This also meant we could flex
resources at short notice where
other providers weren’t able to
deliver ‘quick turnaround’ projects.
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What we did

Results

Stratia Cyber’s team of CRESTaccredited Penetration Testers
performed various tests to assess
multiple facets of the client
technological portfolio. The focus was
on establishing how malicious actors
could gain unauthorised access to the
clients’ critical systems and data.

Following Stratia Cyber’s technical
assessments, the client made
significant improvements to its web
application services.
The assessments and reporting
provided by Stratia Cyber support the
client in better demonstrating a
continuous commitment to the
security of its systems and data. This
has helped the client more effectively
meet the compliance requirements of
the NCSC and government
recommended use of technology,
information and security risk
management best practice.

We liaised and tested the Internal
Infrastructure Assessment, External
Infrastructure Assessment, Web
Application and API Assessment,
Server and Desktop Build, Firewall,
VPN and Source Code Security
Review.

Key benefits
Student Loans Company was able to build a strong business case for additional spend
required to complete security upgrades with the insights reported by Stratia Cyber.
With frequent and ever-evolving Penetration Testing, the organisation can now validate
the investment in security tools used in the past, optimise current technology in place
and understand where additional investments need to occur based on the attack
vectors discovered.

Technologies and frameworks used
CREST, OWASP Application Security Verification Standard (ASVS), OWASP Top 10 2017,
NIST SP800, MITRE ATT&CK for Enterprise, NCSC best practice principles and guidance
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